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Incidents/Articles of Note:

Threats against healthcare workers are rising. Here's how hospitals are
protecting their staffs
Ransomware Attacks On Hospitals Placing Lives At Risk
Data Breach at PFC USA Impacts Patients of 650 Healthcare Providers
Study Reveals Virginians Have Among The Best Access to ‘Grade A’
Hospitals
Former owner of assisted living facility sentenced to 2 years for health care
fraud
Demand for mental health services outpaces expectations
Organization announces healthcare project, brings more services to rural
Southside, Southwest VA     
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This is an open-source product. Redistribution is encouraged.

https://fusion.vsp.virginia.gov/vfcshield/healthaware-q3-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/shield
https://fusion.vsp.virginia.gov/shield-products
https://fusion.vsp.virginia.gov/resources
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
https://www.aamc.org/news-insights/threats-against-health-care-workers-are-rising-heres-how-hospitals-are-protecting-their-staffs
https://mailtrack.io/trace/link/6ae0901161d9c558ebd5ad8933b89dff049f18e2?url=https%3A%2F%2Fwww.theguardian.com%2Ftechnology%2F2022%2Fjul%2F14%2Fransomware-attacks-cybersecurity-targeting-us-hospitals&userId=7651908&signature=67fb67a14e69a75d
https://mailtrack.io/trace/link/a65573d50f53c6e7d6ac1e903c98494ae8c8c821?url=https%3A%2F%2Fwww.securityweek.com%2Fdata-breach-pfc-usa-impacts-patients-650-healthcare-providers%3F%26web_view%3Dtrue&userId=7651908&signature=9429990038e3949f
https://mailtrack.io/trace/link/c4d9cbad537de7aaca5cc60d3e82fb1113a80c36?url=https%3A%2F%2Ftheroanokestar.com%2F2022%2F09%2F08%2Fstudy-reveals-virginians-have-among-the-best-access-to-grade-a-hospitals%2F&userId=7651908&signature=a5d86f6f7550d3f7
https://mailtrack.io/trace/link/2cd438adf8ccc4015607fce9526b674f50a32d44?url=https%3A%2F%2Fwww.nbc12.com%2F2022%2F09%2F07%2Fformer-owner-assisted-living-facility-sentenced-2-years-health-care-fraud%2F&userId=7651908&signature=7a68a0c2b10ec4f8
https://mailtrack.io/trace/link/e5c7cbbfd8811ece286792e4a2c370b2355e7eab?url=https%3A%2F%2Fwww.virginiamercury.com%2F2022%2F08%2F15%2Fdemand-for-mental-health-services-outpaces-expectations%2F&userId=7651908&signature=bec66c41e80b2d98
https://mailtrack.io/trace/link/1f1797e868cc2c00518ac43ea7dce8b6ddf3c38e?url=https%3A%2F%2Fwww.wsls.com%2Fnews%2Flocal%2F2022%2F08%2F17%2Flocal-organization-announces-healthcare-project-brings-more-services-to-rural-southside-southwest-va%2F&userId=7651908&signature=7c0a4377c10c414c


 

 

 

 

 

 

 

 

 
 

         
 

 
View Virginia Fusion
Center Homepage

 Click Here

Observe Suspicious
Activity?

 Report Online

 

Resource | FBI

Unpatched and Outdated 
Medical Devices Provide 
Cyber Attack Opportunities
The FBI has identified an increasing 
number of vulnerabilities posed by 
unpatched medical devices that run on 
outdated software and devices that lack 
adequate security features. Cyber threat 
actors exploiting medical device 
vulnerabilities adversely impact 
healthcare facilities’ operational
functions, patient safety, data
confidentiality, and data integrity. Medical 
device vulnerabilities predominantly stem 
from device hardware design and device 
software
management.

View Resource

Podcast | Campus Safety

How to Prevent and Respond 
to Violence in Hospitals
From 2020 to 2021, the IAHSS 
Foundation 2022 Crime Survey found 
the rate of hospital violent crime 
increased by 47%. Although there are
exceptions, most patients or visitors are 
at hospitals for non-joyous occasions, 
making them more prone to feeling
anxious. Add to the mix the collective 
trauma experienced by so many people 
in the last two-and-a-half years, and 
violent incidents are pouring into areas 
of hospitals that aren’t used to seeing it.

View Podcast

- Tools and Resources -

https://fusion.vsp.virginia.gov/wp-content/uploads/2022/09/FBI-PIN-Unpatched-and-Outdated-Medical-Devices-Provide-Cyber-Attack-Opporunities-1-1.pdf
https://www.campussafetymagazine.com/podcast/how-to-prevent-and-respond-to-violence-in-hospitals/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar


 

 

 
 

  
 

   
 

 
 

 

 

Not a VFC Shield Member?

Join Today

Virginia Shield Coalition

"Awareness Through Information Sharing"

------

Useful Links

webversion VFC Fusion Site

VFC Shield Report SAR Shield Homepage

"Awareness Through Information 
Sharing" Email Coordinator All Products

------

The opinions or conclusions of the authors reflected in the open source articles and resources is not
endorsed and/or does not necessarily reflect the opinion of the Virginia Fusion Center. The sources have 

been selected to provide you with event information to highlight available resources designed to 
improve public safety and reduce the probability of becoming a victim of a crime.

------------

https://fusion.vsp.virginia.gov/shield-signup
https://fusion.vsp.virginia.gov/shield
https://staffordshield.com/
https://www.hanoversheriff.com/362/HCSO-SHIELD-Program
https://www.louisacounty.com/2352/Shield
https://fusion.vsp.virginia.gov/vfcshield/healthaware-q3-2022/
https://fusion.vsp.virginia.gov/
https://fusion.vsp.virginia.gov/sar
https://fusion.vsp.virginia.gov/shield
mailto:dante.robinson@vsp.virginia.gov
https://fusion.vsp.virginia.gov/shield-products

